OverTheWire Bandit0 and Bandit1 Lab
https://overthewire.org/wargames

OverTheWire Bandit levels 0 and 1. The Bandit game is a great way to practice basic command-line skills, especially for beginners in cybersecurity. Let's get started!

Lab Objective
Level 0: Connect to the Bandit server using SSH (secure shell).
Level 1: Find a password in a file on the Bandit server using some Linux commands.
Prerequisites
Access to a terminal with SSH capabilities with PowerShell.
Basic understanding of command-line usage.
Level 0 - Connect to the Bandit Server
Task
Your task is to connect to the Bandit server using SSH to start the challenge.
Steps
Open the Terminal:
- On Linux/macOS, open the Terminal.
- On Windows, open PowerShell or Git Bash.
ping bandit.labs.overthewire.org
What is the IP address for bandit.labs.overthewire.org?
Enter the SSH Command:
Use the following command to connect to Bandit Level 0:

```
ssh bandit0@bandit.labs.overthewire.org -p 2220
```

- Explanation:
  - `ssh`: Command to connect to a server.
  - `bandit0@bandit.labs.overthewire.org`: Specifies the username (`bandit0`) and the hostname (`bandit.labs.overthewire.org`).
  - `-p 2220`: Specifies the port (2220).
Enter the Password:
The password is bandit0
When prompted, type bandit0 and press **Enter**.
Verify the Connection:
If connected successfully, you should see a welcome message from the Bandit server.
You are now ready to start the next level.
Level 1 - Find the Password in a File
Task
Find the password for the next level, which is hidden in a file named `readme` in the home directory.
Steps
Locate the File:
You should still be connected to the Bandit server as `bandit0`.
To see the files in the home directory, type:

```
ls
```

This command lists files and directories in the current directory.
Identify the `readme` File:
You should see `readme` listed in the output.
This file contains the password for the next level.
Display the Contents of `readme`:
To read the contents of the `readme` file, use:

```
cat readme
```

- Explanation:
  - `cat`: Command used to display the content of files.
  - `readme`: Name of the file you want to display.
Is there any other Linux commands I can use? 
Note the Password:
The output of the `cat readme` command is the password for **bandit1**.
Copy this password for the next level.
Click your mouse cursor and highlight the password
Paste the password to Notepad.
Exit the Server:
To disconnect from the server, type:

```
exit
```

Summary of Commands Used
`ssh bandit0@bandit.labs.overthewire.org -p 2220`: Connect to the Bandit server.
`ls`: List files in the current directory.
`cat readme`: Display the contents of the `readme` file.
`exit`: Disconnect from the server.
Moving to the Next Level
Time to connect to bandit1.
If your Powershell is still open, use arrow up to past commands used.

ssh bandit1@bandit.labs.overthewire.org -p 2220

Use the password from `readme` from Notepad to connect as `bandit1`
